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Abstract—Physical layer security helps enormously cryptog-
raphy to improve the confidentiality of communications over
wireless networks. Indeed, the secrecy capacity is used at the
physical layer to ensure not only the security of communications
but also to exploit efficiently the channel capacity. The principle
of secrecy capacity is to characterize the maximum data transmis-
sion rate, that can be reached while the exchanged information
is kept secret from a malicious entity. In this paper, we present a
closed-form expression of outage probability and we specify the
outage secrecy capacity of a Nakagami-m fading channel in the
presence of cooperative correlated eavesdroppers performing the
maximal ratio combining which helps the eavesdroppers to tap
the maximum of the exchanged information between the trans-
mitter and the legitimate receiver. Simulations results show that
a raise in the number of the cooperative eavesdroppers degrades
significantly the secrecy capacity of this communication system,
moreover the correlation degree between the eavesdroppers has a
negative impact on the communication confidentiality especially
when it takes small values.

Index Terms—Secrecy capacity, outage probability, cooperative
Nakagami-m fading channel, constant correlation.

I. INTRODUCTION

HE information security is one of the biggest issues in

the communication theory. Messages sent by a transmitter
must be decoded only by legitimate(s) receiver(s) and not by
any malicious enemy. From the beginning, Shannon developed
the theory of secrecy systems to strength the information secu-
rity and defined the mathematical structure of secrecy systems
[1]. Moreover, some recent research studies have investigated
the secrecy capacity of different fading channels. Among these
studies, El Gamal [2] characterized the secrecy capacity of an
ergodic fading wiretap channel, for different scenarios depend-
ing on the availability of channel state information (CSI) at
the transmitter. In fact, he suggested a power control approach
and a data rate adaptation to enhance the secrecy capacity of
such system. The work done in [3] focused on the transmission
of confidential data over a single input single output (SISO)
suffering from Rayleigh fading, this communication system
is subject to be eavesdropped by a third party and provided
the outage secrecy capacity of that wireless channel. Whereas
authors in [4], determined an asymptotic secrecy capacity
of a correlated log-normal fading channels performing the
maximal ratio and the equal gain combining for both the
legitimate receiver and the eavesdroppers. In addition to that,
the secrecy capacity of multiple independent eavesdroppers
have been studied in [5], where both the main channel and each

eavesdropper channel undergoes the Nakagami-m fading. An
other work in [6] has characterized the upper and the lower
bounds of the secrecy capacity of a communication system
composed by a transmitter with single antenna exchanging
secret information with a legitimate receiver endowed with
multiple antennas in the presence of an eavesdropper equipped
with multiple antennas. This later is supposed to perform the
maximal ratio combining (MRC) or the selection combining
(SC) techniques in order to tap the maximum of information
through a correlated Rayleigh fading channels.

In order to complement the studies done previously on the
secrecy capacity for different fading channels, we consider
in this paper to work on a Nakagami-m fading channel
subject to multiple cooperative eavesdroppers in a constant
correlation scenario. The considered communication system
is a SISO where the transmitter and the legitimate receiver
have perfect CSI about the main channel. The purpose of this
paper is to present a closed form expression of the outage
probability, as well as characterize the secrecy capacity of this
communication system by the outage secrecy capacity.

The rest of this paper is organized as follows: the description
of the proposed system is presented in Section II. The outage
probability as well as the outage secrecy capacity are detailed
in Section III. In Section IV, we discuss the performance
analysis of the outage secrecy capacity of the studied commu-
nication system. Finally, a conclusion is presented in Section
V.

II. SYSTEM MODEL

We consider the following scenario, which is illustrated in
Fig. 1. A transmitter Tx wants to send a confidential message
W to a legitimate receiver Rx. The message is subject to a third
party. This later is a cluster of L cooperative eavesdroppers
trying to decode the exchanged message throughout the main
channel, which is the channel between the transmitter and
the legitimate receiver. Throughout this paper, we suppose
that the main channel and each channel of the cooperative
eavesdroppers undergoes Nakagami-m fading and their states
are independent from the one of the main channel. However,
we assume that the set of the eavesdroppers channels are
identically distributed as well as correlated between them. In
addition to that, it is supposed that the transmitter and the
legitimate receiver have perfect CSI about the main channel,
but no CSI about the eavesdropper channel. Besides, the
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Fig. 1: The system model of the wiretap Nakagami—m fading
channel

cooperative eavesdroppers perform an ideal MRC at the level
of an elected eavesdropper from the set in order to combine
the received signals from the overall eavesdroppers branches.

The received signals at time ¢ at the legitimate receiver
and at each channel of the cooperative eavesdroppers are
represented as following:

ym(t) = z(t)hm(t) + na(t)

and
yWi<t) = x(t)hwi(t) + nWi(t>7 i=1,2,..,L

Where ¢ denotes the diversity order, hn (i) and hw (i) are
the complex channel coefficient of the main channel and
the i*" eavesdropper channel respectively. Both the main
and the eavesdroppers channels are respectively affected by
npm(t), nwi(t). These latter, represent additive white Gaussian
noise (AWGN) with zero mean and unit variance for both
channels. We consider in our model that the Nakagami-m
fading is assumed to be quasi-static for both the considered
channels. Thus, the gain of each channel stays constant over
the coherence time, i.e. hy(t)=hy and hw, (t)=hw,, and
changes independently from one coherence time to another
coherence time.

III. SECRECY RATE AND SECRECY CAPACITY OF THE
CHANNEL

The secrecy capacity is the maximum of achievable secrecy
rate. Where, The secrecy rate is the amount of information that
can be exchanged between two entities under the condition to
be transmitted reliably and confidently. The capacity of the
main channel and the eavesdropper are respectively given by

and  Cw =log (1 +yw),

Cm = log (1 4+ 7u)

where,
P P
= | |*— d = |hw|*—
™ |M\ Nos an YW \w| Now

We denote P the channel power for both the main and
the eavesdropper channel. Besides, Ny; and Nyw are the

noise power of main channel and the eavesdropper channel
respectively. Then, the secrecy capacity for one realization of
the proposed quasi-static Nakagami-m fading can be defined
as following [3]:

if M > Yw
if ym < yw
)

o _{ log(1 + ) — log(1 + yw)
=) 0

A. The existence of a non-zero secrecy capacity

As mentioned previously, both the main channel and the L
eavesdroppers branches experience Nakagami-m fading. The
probability density function (PDF) of the channels gain |hn|
and |hw,| is given by

( ) 2mmg2mfle mg2
= —eX _——
PO = "Tmypm “P\ 7P

where P is the average received power, g is the channel gain,
I'(.) is the Gamma function and m is the fading parameter.

Since, the signal-to-noise ratio (SNR) of both main and
eavesdroppers channels are function of the channel power gain,
i.e. v or yw,~ |h|%. Then the power fading gain follows a
Gamma distribution defined by

v _v—1
v M ™
=|— e —v— |, >0
pina) <7M> I(0) Xp( m) ™

wu; u;i—1

U; YW, i

p(’ywi) = < ) s €xXp <_uim>a Tw; > 0
YW [ (u;) YwWi

where v and u; are the Nakagami-m fading parameters for the
main channel and the ith, 0 < i < L, eavesdropper branch
respectively. It is considered that all the L eavesdroppers
branches are identically distributed. Furthermore we denote,
Am and Ay, are the average of the SNR for the main channel
and the i*h eavesdropper branch respectively. We assume that
all eavesdroppers branches have identical fading parameter,
u;=uj=u for ¢, j € [0, L], and identical average signal
power, Yw, = Yw,, then the PDF of each eavesdropper branch
is given by

u u—1
plyw,) = (u> Tw, exp (u W ), Yw, >0
TWy I'(u) YWy,

Since the L diversity branches are correlated and will be
received at one of the eavesdroppers performing an ideal
MRC, then the SNR output vy at the combiner follows the
distribution defined by [7]

uuLaubu(L—l)

ulL—1
= —ub
p(yw) Tl W exp(—ubyw)
1F1(ua 'LLL,U(b— a)’YW)a (2)
where
1 1
a= and b

T Awu (L (L 1)p) " Awa (L p)



We have assumed that the different branches are close
from each other, then the correlation coefficient p could be
considered constant. In fact, i.e p;; = p with 0 < p < 1.

The probability of the existence of a non-zero secrecy
capacity can be expressed by

(C >0 7M>7W)

™
/ / (1, yw) dyvdyw

= / / " p(ym)p(yw) dymdyw
0 0

where the final expression of this probability is given in Eq.
(3), we denote that oF'; is the Gaussian Hypergeometric series
[8].

In the case of independent cooperative eavesdroppers chan-
nels (p = 0), the expression in (3) becomes as following

rweun (2) ()"
I'(v)D(ul + 1) (LJr u )”JFUL

M IWe

1
1+ 20

In the case of Rayleigh fading channel eavesdropped by a
single wiretapper (v = 1, v = 1, L = 1 and p = 0), the
expression in (3) becomes equivalent to the corresponding
equation presented in [3].

P(Cs>0) =

oFq (1,1) +ul;1 4+ ul;

B. Outage Probability and Outage secrecy capacity

The secrecy rate is obtained by calculating the outage
probability which refers to an outage that occurs in the com-
munication between the legitimate nodes, when the transmitter
sends data at a rate Ry higher than Cs. In such case, the target
error probability can not be satisfied and that lead to an outage
in the communication system.

P, out (Rs) -

P(Cs < Ry) “4)

Hereafter, we use (4) to calculate the probability outage of
the proposed system.

Based on (1) when 7y is lower than vy, the secrecy capacity
is equal to zero also since Ry > 0, consequently we have;
P(Cs < Rs|ym < yw) =1 @)

We have also,

P(Cs < Rs|ym > yw)
= P(log(1 4 ym) — log(1 4+ yw) < Rs|ym > yw)
= P(ym < 2% (1 +yw) — Lym > w)

(1+yw)2Rs —1
/ / (s Yw (M > yw) dymdyw
S

/ /(1+7w)2
w

Since the two considered main and eavesdropper channels are
independents, then:

P, Yw)

dymdyw
('YM > Yw)

P(Cs < Rslym > yw)P(vm > yw)

(1+’YW)2R5_
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w
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-

(14~yw)2Rs —1
= / / p(ym)p(yw) dymdyw
000 O’YW
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If we recall (5) and (7), the formula of the probability outage

is given by
(14~yw)2Rs —1
-/ POPw) e

YW
- / / p(ni)p(yw) dymdyw + 1 — P(ym > yw)
0 0

P out

From the definition of the probability P(~yw > ) and (6)
we have as follows:

Plyw > ) = /O /0 ™ p()p(yw) dymdyw
(

Pout(Rs) = P(Cs < Rsl'yM > fYW)P('YM > ’YW) =1—-P ™ > 'YW)
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which lead to have after some calculation ,

Pout:/
0

v
1F1 (uyuL, u(b — a)yw)y (v, ;Y—M(QRS(l +yw) — 1)>d7w

aubu(L—l) wbL

T(v) T(ul) W

“Lexp(—ubyw)

Then, we obtain a Laplace Transform of the product of
two confluent hypergeometric function of the first kind as

following,
aubu(L—l) uuL v v v
Puyu=—-— | — | exp(—— (28 —1
=T T () SR )

[ @ - 2w

0

exp (—(ub T fﬂs)»yw) By (g Ly (b — a)yy)
M

1Fq (17 14w, :YL(QRS(l +yw) — 1)>d’Yw
M

We denote that both the fading factors v and w are reals
numbers. After the decomposition of the two hypergeometric
function above as well as after an extensive computations, we
present in Eq. (8) the final closed-form formula of the outage
probability which is given by
where U is the Tricomi confluent hypergeometric function, the
Kummer’s function of the second kind, [9] which is defined
by

Ula,B,2) = F(la)/ooo exp(—zt)t* L1 +t)f~"1dt (9)

under the condition that Re[a] > 0 and Re[z] > 0.

In the case of Rayleigh fading channel eavesdropped by
a single wiretapper (v l,u =1, L =1 and p = 0),
the expression in (8) becomes equivalent to the corresponding
equation presented in [3].

As mentioned before, The secrecy capacity of the proposed
communication system will be characterized by the outage
secrecy capacity. Where, the outage secrecy capacity is the
maximum of achievable transmission rate such that the proba-
bility outage is smaller than a target small value as described
below.

C‘out (6) =

max

Ry
Pout(Rs)SE( )

However, it is complicated to analytically resolve (8) to find
the maximum rate R; which corresponds to the Cy,; because

of the difficulty to find the inverse function for the Tricomi
function U. Therefore, we will calculate numerically the value
of Cyy¢ in the next section.

IV. SIMULATION AND RESULTS

In this section, we analyze the outage secrecy capacity of
a SISO communication system target of a set of cooperative
correlated eavesdroppers as well as the secrecy capacity of a
wiretap Gaussian channel in the presence of one eavesdropper
with Jw,=5dB. Both the main channel and the branches of
the correlated eavesdroppers experience Nakagami-m fading.
We have simulated this communication system under some
assumptions as described in the previous sections. We denote
that the considered normalization in Figs 2 and 3 is done with
respect to the capacity of an AWGN channel with SNR equal
to each value of .

Figure 2 shows the variations of the outage probability
versus the main channel’s SNR for selected values of u=0.5,
v=1.5 and 4w, = 0dB for both cases (a) p = 0.9 and (b)
p = 0.1. In these scenarios, the outage probability decreases
as the SNR of the main channel increases and as the correlation
parameter increases. Besides, the outage probability increases
with the number of the cooperative eavesdroppers. For the
same number of eavesdroppers L = 5, we denote that when
the correlation parameter decreases from p = 0.9 to p = 0.1,
the outage probability increases by 40% for the value of
AMm = 8dB. However, this percentage becomes lower when
the the main channel’s SNR takes high values, for example
it achieves 16% for 7y = 25dB. Moreover, a considerable
outage occurs as the number of the eavesdroppers raises. For
instance, for L = 10, the P,y increases by 90% when the
parameter p = 0.9 changes to the value p = 0.1, this percent-
age approximatively remains constant for all values of 4yr. In
order to analyze these results, the number of eavesdroppers
impacts negatively the communication confidentiality. Since
the eavesdroppers cluster performs the MRC technique to tap
the maximum of exchanged information.

When the number of eavesdroppers is small in a low
correlation scenario, an increase in the main channel SNR
value reduces significantly the outage probability. However
when the number of the eavesdroppers raises, the output
signal 4y is considerably high which causes an important
outage probability even if 4y increases. Furthermore, in high
correlation scenario, the eavesdroppers number doesn’t have
a big impact on the outage probability. Then an important
correlation coefficient deteriorates the quality of eavesdropper
output signal and consequently its capacity which leads to a
low outage probability.
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Fig. 2: The outage probability for Nakagami-m fading channel versus 4y at a normalized Rs = 0.1, a fixed v = 1.5, u = 0.5

and (a) p = 0.9 and (b) p =0.1.
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Fig. 3: Normalized outage secrecy capacity for selected v = 1.5, u = 0.5 and (a) Pyt = 0.25, (b) Poyy = 0.75.

Figure. 3 depicts the normalized outage secrecy capacity for
Nakagami-m fading channel versus 7y, where we consider
u=0.5, v=1.5 and 7w, = 5dB for selected values p = 0.1,
p = 0.5 and p = 0.9 for both scenarios (a) P,y = 0.25 and
(b) Poyt = 0.75. Besides, it depicts the normalized secrecy
capacity of a Gaussian wiretap channel in the presence of a
single eavesdropper with 4y, = 5dB. It is clear that the higher
AMm the higher Cyyy.

For P,.+=0.75, the more the number of eavesdroppers
increases and the less they are correlated, the more the outage
secrecy capacity decreases. In fact, a raise in the number of the
eavesdroppers is considered harmful for the outage secrecy ca-
pacity of the considered communication system. Furthermore
for the same value of L, when p changes from 0.1 to 0.5 we
denote that the correlation has a minor impact on the outage
secrecy capacity. Whereas, it is noticed a serious change in
the Cout when the correlation parameter takes high values
like p = 0.9. In fact, for p = 0.9, the C, takes important

values in the case of L = 10 and approaches the secrecy
capacity of the Gaussian channel in the case of L = 5. The
reason behind these results is that, a high correlation between
the eavesdroppers significantly degrades the output signal
Aw and the capacity of the elected eavesdropper channel.
Besides, the eavesdroppers number threats the confidentiality
of the exchanged information between the legitimate entities.
Moreover, the secrecy of the communication system takes
advantage from higher correlation coefficient between the
eavesdroppers channels at lower values than higher values of
the main channel’s SNR.

However for P, = 0.25, the outage secrecy capacity takes
lower values than in the case of P,,; = 0.75. Moreover, the
variation in the correlation parameter doesn’t show a great
impact on the outage secrecy capacity for the same number
of eavesdroppers. For this reason we didn’t depict the case
of p = 0.5 to alleviate the figure. However, the presence of
an important number of eavesdroppers degrades significantly



the secrecy capacity and that is due to the MRC technique
performed by the elected eavesdropper. For example, for 7y =
20 dB and L = 5, the Cyyy = 0.2011 in the case of p =
0.1 and Cyyt = 0.2298 in the case of p = 0.9. Whereas for
L = 10, the Cyyy = 0.0547 in the case of p = 0.1 and
Cout = 0.0882 in the case of p = 0.9. The reason behind
these results is the selected value of the P,,; = 0.25 which
requires a good SNR at the main channel, thus a change in the
correlation parameter doesn’t show a noticeable impact on the
outage secrecy capacity, since as explained previously that the
secrecy capacity of a communication system takes advantage
from higher correlation between the eavesdroppers especially
at low values of the main channel’s SNR. However, the MRC
diversity technique strengths the elected eavesdropper signal
and presents an efficient role in breaking the communication
security.

V. CONCLUSION

In this paper, we have characterized the outage secrecy
capacity of a Nakagami-m fading channel target of multi-
ple correlated eavesdroppers performing the MRC technique
where the main channel’s CSI is known at the legitimate
transmitter and receiver. Throughout this work, we determine
a closed-form expression of the outage probability and we
characterize the outage secrecy capacity for the considered
scenario. Our results show that, the secrecy capacity increases
as the number of the eavesdroppers decreases ans as the corre-
lation coefficient between the eavesdroppers increases. Since,
an important correlation between the different eavesdroppers
degrades the quality of the elected eavesdropper channel and
consequently deteriorates its capacity. Then, the secrecy capac-

ity of the considered communication system takes advantage
from this important value of correlation especially at low
values of the main channel’s SNR. Besides, the MRC diversity
technique strengths the elected eavesdropper signal which lead
to a degradation in the performance of the communications
system’s secrecy capacity. Finally, The goal behind our work
is to characterize the secrecy capacity performance in different
cases depending on the number of the enemy set and also
depending on the correlation degree between them.
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